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Professional Summary

Microsoft Certified & Cloud professional with hands-on expertise in multi-cloud delivery, VMware Cloud Foundation,
Microsoft 365, virtual data centers, cloud security, and IT infrastructure operations. Skilled in deploying enterprise cloud
solutions, managing customer environments, troubleshooting complex issues, and delivering high-quality service. Strong
background in cloud migration, hosting, firewalls, DevOps practices, and IT service management.

Experience

Cloud Delivery Engineer | Garaj (Jazz)
Feb 2025 - Present

e Implement and manage VMware Cloud Foundation environments, including VDC provisioning, VM lifecycle
operations, and cloud optimization.

e Deliver multi-cloud services across VMware, AWS, and Azure environments.

e Provide L1 & L2 technical support for cloud, hosting, and infrastructure issues.

e Perform VM provisioning, OS installation, performance tuning, SSL deployments, and license assignments.

e Manage Microsoft 365, including license assignment, configurations, and migrations.

o Execute email migrations from Google Workspace, Zoho, and Exchange Server to Microsoft 365.

o Configure Cloudflare, DNS, CDN, security policies, and web protection.

o Deploy IceWarp on-prem setups and hybrid configurations.

e Handle procurement, deployment, and renewal of cloud and security licenses.

e Collaborate with DevOps, Cloud Engineering, and Security teams.

e Hands-on experience with Trend Micro Vision One, Deep Discovery Email Inspector, Deep Discovery Analyzer,
Microsoft Entra ID, Microsoft Admin Center, Microsoft Intune, Microsoft Defender, Azure Arc, Cloudflare, Cisco 2FA,
AWS, VMware Cloud Director, MinlO Object Storage, Windows Server, and Linux.

IT & Cloud Solutions Engineer Trainee | Huawei Pakistan (ME&CA — MSSD)
Aug 2024 - Jan 2025

e Worked as a Solution Engineer & Product Manager in the IT domain.

e Prepared BOQs, RFP responses, solution designs, and technical documents.

o Designed solutions for servers, storage, virtualization, and cloud infrastructure.
e Participated in pre-sales and post-sales engagements.

o Ensured effective delivery, requirement analysis, and customer satisfaction.

Internee | Inter-Services Public Relations (ISPR)
Jul 2024 - Aug 2024

e Conducted research on 5th-generation warfare and national security.
e Collaborated with government and defense personnel.
e Gained exposure to public communication strategies.


https://www.linkedin.com/in/muhammad-taimoor-ather-8a4a01367/

Education

Bahria University Islamabad
Bachelor of Science in Information Technology (CGPA: 3.35) 2020 - 2024

Technical Skills

Cloud: VMware Cloud Foundation, AWS, Azure, VDC Management, Microsoft 365 and FortiCloud.

Virtualization: VM Provisioning’s, Infra Readiness, Edge and Network Configurations.

Containers: Docker, Kubernetes

Systems: Linux, Windows Server

Networking: DNS, TCP/IP, DHCP, IMAP, SMTP

Security: Microsoft Defender, Trend Micro EDR & XDR, FortiGate, Azure Arc, Cisco 2FA, Anti Spamming Tools,
Sangfore, Cloudfalre, Trend Micro Vision One Endpoint and Emails.

Tools: Git, GitHub, MinlO, Cloudflare, CSP (Microsoft, RedHat, Icewarp)

Certifications

Microsoft Certified - Microsoft 365 Administrator (MS-102)
Microsoft Certified - Endpoint Administrator (MD-102)

Trend Micro - Vision One Endpoint Security Foundation

Trend Vision One™ Email and Collaboration Security Foundation
Cloud Computing - IBM Skills Network

Git & GitHub - IBM Skills Network

Web Development - IBM Skills Network

Python for Everybody - University of Michigan

Main Projects

Nadra - Implemented Deep Discovery Email Inspector for 10,000 Emails Users in HA and air gap environment.

Sindh Bank Limited - Implemented Cisco Two-Factor Authentication (2FA) across Windows Server infrastructure to
enhance secure remote access for all users.

Pak Navy - Migrated email services from Axigen to Garaj247, configured Watchette for website monitoring, and
implemented Cloudflare WAF for enhanced web security.

National Police Foundation - Deployed and configured the complete IT infrastructure required for the E-Challan
System, ensuring operational readiness and system reliability.

0il and Gas development Authority - Configured Microsoft Defender for 50 servers, implemented EDR policies, and
optimized Secure Score to strengthen the organization’s security posture.

Digital Streamers CDA - Deployed and configured the complete IT infrastructure required for the CDA streamers
customer management system, ensuring operational readiness and system reliability.

Adsells Advertising (Pvt.) Ltd - Set up the complete Microsoft 365 tenant and prepared the environment for
seamless migration of users from on-premises email servers to the cloud, ensuring operational readiness and
enhanced email security.

Ragami Islamic Digital Bank Limited - Set up the complete Cloudflare account, managed subscription handling, and
configured WAF to enhance web security.

Pakistan Mercantile Exchange - Set up complete AWS infrastructure, managed backups, configured email alerts, and
implemented monitoring using AWS CloudWatch.

LESCO - Configure Sangfor XDR appliance and integrated with existing EDR, STA and Firewall.



